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May 4, 2005

Dear Community Friends:

This is the second in a series of newsletters regarding Fraud and Scams.

Credit Card Scams

There is a recent scam hitting our region regarding credit cards.  People are calling and may tell you that they are your bank or a credit card investigation company.  Here’s an example of how it works:

A person calling says, "This is (name), and I'm calling from the Security and Fraud Department at VISA (or other credit card issuer).  My badge number is 12460.  Your card has been flagged for an unusual purchase pattern, and I'm calling to verify.  This would be on your VISA card, which was issued by (name of bank).  Did you purchase an Anti-Telemarketing Device for $497.99 from a Marketing company based in Arizona?"

When you say "No." the caller continues with, "Then we will be issuing a credit to your account.  This is a company we have been watching and the charges range from $297 to $497 just under the $500 purchase pattern that flags most cards.  Before your next statement, the credit will be sent to (gives you your address).  Is that correct?"

You say “yes.”  The caller continues; “I will be starting a Fraud investigation.  If you have any questions, you should call the 1-800 number listed on the back of your card (1-800-VISA) and ask for Security.  You will need to refer to this Control Number.”  The caller then gives you a 6-digit number.  “Do you need me to read it again?”

Here's the IMPORTANT part on how the scam works.  The caller then says they need to verify that you are in possession of your card.  They'll ask you to ‘”Turn your card over and look for some numbers.  There are 7 numbers: the first 4 are part of your card number; the next 3 are the security numbers that verify you are the possessor of the Card.  




“These are the numbers you sometimes use to make Internet purchases to prove you have the card.”

The caller will ask you to read the 3 numbers to them.  After you tell the caller the 3 numbers, they'll say, “That is correct.  I just needed to verify that the card has not been lost or stolen, and that you still have your card.  Do you have any other questions?”  After you say “No,” the caller then thanks you and states, “Don't hesitate to call back if you do” and hangs up.

You actually say very little, and they never ask for or tell you the card number.  What the scammers want is the 3-digit PIN number on the back of the card.  

For this to work, they already know your credit card number and your address.  How?  Mail theft is one way.  Theft of a carbon of a credit card receipt is another.  It’s an easy step to use the Internet to search on a person’s name or phone number and find out their home address.

Credit card issuers will NEVER ask for anything on the card (they already know it), nor will they call you to verify your ATM/Debit Card number and/or PIN.

What You Can Do

· Do not give your PIN, or any personal financial information over the phone unless you are sure who is asking for it.  Instead, tell the caller you'll call the card issuer directly, or simply hang up.  If in doubt, call the merchant yourself.

· Don't give personal and/or banking information out over Internet email.  It can be intercepted by unknown persons.
· If you have been victimized by this scam, call the card issuer immediately.  Your identity has been compromised.  Also call the police at 206.625.5011 to report it.
Next time - “Phishing” Scams

Take Care and Stay Safe!

Mark Solomon

South Precinct Crime Prevention Coordinator
Announcement

New Bicycle Helmet Law Enacted

Bicycle & Multi-sports Helmet Sales

Recent legislation requires all bicyclists to wear bike helmets.  Beginning May 21st, 2005, and continuing the third Saturday of each month through September, Seattle Parks & Recreation, in cooperation with Cascade Bicycle Club Education Foundation, will sell bicycle and multi-sports helmet for $10.  Youth under age of 18 must be accompanied by a parent or guardian in order to purchase a helmet.  Sales will occur on the following dates at the following locations:

Saturdays, 10am - 2pm

May 21st
June 18th
July 16th
August 20th
September 17th
Evans Pool,  7201 E Green Lake Dr N

684-4916

Medgar Evans Pool,  500 23rd Ave

684-4766

Meadowbrook Pool,  10515 35th Ave NE

684-4989

Queen Anne Pool,  1920 1st Ave W

386-4282

Rainier Beach Pool,  8825 Rainier Ave S

386-1944

Southwest Pool,  2801 SW Thistle ST

684-7440

Merchandise is limited to stock on hand.  All sales are final.  For other low-cost helmet sales throughout King County and information on the King County bicycle helmet law, visit www.metrokc.gov/health/injury/helmets.htm.  For Group Health Bicycle Saturday & Sunday, visit www.seattle.gov/parks/athletics/bikesatsun.htm. 
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