vOLUME tWO

Technical Specifications

for Seattle Police

Law Enforcement Message Switch


31.
Message Switching Requirements


31.1
Technical Requirements


161.2
System Interfaces


231.3
Message Switch Functional Requirements


301.4
Routing, and Store and Forward


311.5
Logging and Auditing Functions


331.6
Management Features





1. Message Switching Requirements

	
	The Seattle Police Department (SPD) expects to implement a message switch that functions as a message router and as an application management system. As a message router, the message switch evaluates messages (input data) and determines the appropriate output transmission path. As an application management system, it provides capabilities such as text messaging, unit identification, message formatting, and queries to the State and various local databases including CAD, RMS, ACCESS, and local justice partner databases (i.e., SEAJIS). In responding to requirements in this section, vendors should clearly state all assumptions pertaining to system connectivity.
	


1.1 Technical Requirements

	
	Hardware and Third Party Software Requirements
	

	1.1.1 
	All proposed or recommended equipment shall be new and not remanufactured.
	

	1.1.2 
	If any hardware component of the proposed or recommended system is of proprietary design or manufacture, the manufacturer shall guarantee the availability of replacement parts for a period of not less than ten years.
	

	1.1.3 
	Each proposed server is equipped with a separate modem to allow for dial-in maintenance and troubleshooting.
	

	1.1.4 
	The proposed application shall be designed to allow for remote maintenance and troubleshooting.
	

	1.1.5 
	The proposer shall provide a complete description of environmental requirements for each proposed or recommended server or host computer including:

· power requirements (volts and amps)

· cooling requirements (BTU’s)

· network connectivity 

· length and width for determining floor space requirements

· weight, and 

· other characteristics which might require environmental modifications by the City.


	

	1.1.6 
	The proposed message switch will utilize an industry standard or open operating system such as a Windows, Unix, or Linux.
	

	1.1.7 
	Once a failed server has been restored to operational capability it shall automatically restart without operator intervention.
	

	1.1.8 
	In the event that any disk or other synchronized storage device is out of sync, the system shall automatically synchronize the deficient storage device without operator intervention and without degrading the performance of the application.

Note: Finalists will be required to demonstrate this capability in on-site demonstrations.
	

	1.1.9 
	The message switch shall be equipped with a modern relational database for the logging and archive system.
	

	1.1.10 
	The database management system provided with the message switch shall be ODBC and SQL compliant.
	

	1.1.11 
	All software supplied with the system shall be certified as Year 2000 compliant and shall be warranted against other date specific errors similar to the Year 2000 limitations.
	

	1.1.12 
	The proposed system shall allow the City to utilize any commercially available printer or plotter which is supported by Microsoft Windows 2000 Professional or later.
	

	
	Design and Performance Requirements
	

	1.1.13 
	The proposed message switch shall be designed such that the failure of a single component will not render any portion of the message switch unavailable for a period of more than 30 seconds.  (The failure of the message switch to operate because an external system to which it is interfaced fails will be excluded from the calculation of downtime.)  In order to accomplish this requirement we expect that the primary database and application programs will be hosted on more than one physical system and that the application will be designed to fail-over to alternative servers or other resources in the event of a hardware or software failure. Potentially this can be achieved in one of two ways: 1) Fail over type – primary database and application are hosted on more than one physical set of servers. In the event of a failure the, the system fails-over to alternative servers.  2) Cluster: the database and application run in a server farm, and should one of the servers fail, the other servers note the fact and take over the load of the failed server.

EXPLANATION REQUIRED: Describe the proposed server or host computer architecture with sufficient detail to demonstrate that message switch availability will not be compromised by the failure of a single hardware component.
	

	1.1.14 
	The proposed message switch design will allow the City the ability to develop, test and train on the message switch application without accessing the production version of the application.  In our minds this could be accomplished by implementing separate production, training, QA (test), and development systems.  However, we are open to other designs, which will accomplish the same objective.

EXPLANATION REQUIRED:  The proposer will describe how their proposed message switch will meet the above requirement.
	

	1.1.15 
	The system shall utilize the services of a transaction monitor or similar programming scheme to ensure that all transactions can be rolled back and successfully completed in the event of a hardware, software or application failure.
	

	1.1.16 
	It is desired that the proposed system be designed so that application, operating system and database upgrades can be installed and tested on one server/ host computer while the application continues to serve the users from another server/ host computer.
	

	1.1.17 
	The message switch shall be designed to provide 99.99% availability of the application, including planned and unplanned downtime, software and hardware errors, power failures, and failures from other causes. 
	

	1.1.18 
	The proposed message switch will utilize a copy of live data files for training and testing. 
	

	1.1.19 
	The message switch will not mingle training records with production records.
	

	1.1.20 
	The use of the training, development and test systems or features will not degrade the performance of the production system.
	

	1.1.21 
	The training and test systems will have access to all message switch functions.
	

	1.1.22 
	The System Administrator will have the option to enable or disable system interfaces for users logged on to the message switch training and test system.
	

	1.1.23 
	The proposed message switch will allow configuration files developed on the message switch test or development systems to be moved to live environment without having to recreate them.
	

	1.1.24 
	The proposed message switch will be designed so that upgrades can be installed on one server/ host computer while the message switch continues to serve users from another server/ host computer.
	

	1.1.25 
	The proposed message switch will be designed to operate on servers located at different sites in order to protect the system against catastrophic site failures. 

EXPLANATION REQUIRED: The vendor will indicate the minimum network bandwidth and maximum network segmentation in the Volume One response.
	

	1.1.26 
	The proposed message switch will incorporate load balancing across the multiple sites.  Utilization of one or more sites as warm or cold back-ups is not acceptable.
	

	1.1.27 
	The proposed message switch shall allow for the use of load testing software for measuring system performance (e.g. Mercury Interactive or Merant, Winrunner, or others).
	

	1.1.28 
	The message switch should include  “scripting” tools.  It should be able to execute commands at the request of user and or scheduled by the System Administrator and the commands be able to process the results of messages. For example, send a list of people for warrant checks, and then be able to check the results for a match and provide a script method to screen out non-relevant returns. 

EXPLANATION REQUIRED: Include documentation on the scripting system.
	

	1.1.29 
	The proposer shall supply all user-visible source code and documentation in American English.
	

	1.1.30 
	The message switch application will have the ability to process up to 30 transactions per second on a sustained basis and a peak load capacity of 100 messages per second for a period of up to 10 seconds.
	

	1.1.31 
	The message switch will have the ability to communicate with external systems using a variety of protocols, including XML, TCP/IP, WAP, SNA, and BiSync.
	

	1.1.32 
	The proposed message switch will satisfy the transaction logging requirements of the State of Washington criminal history database system. 
	

	
	General Requirements
	

	1.1.33 
	The message switch will monitor the status of interfaces to all connected systems, except those systems, which are unable to provide their status to the message switch. 
	

	1.1.34 
	The System Administrator shall have a means of viewing the status of the interfaces to all connected systems and device controllers at one time.
	

	1.1.35 
	In so far as connected system report user logons and logoffs to the message switch, the message switch shall maintain a list of the devices and systems to which user is logged on at all times. 
	

	1.1.36 
	The message switch shall maintain an awareness of the type, capabilities, and communications medium (wired LAN, wireless LAN, etc.) of each device with which it communicates. (Device Awareness)  It is expected that officers and staff members in the future will utilize many different types of wired and wireless devices including workstations, MDCs, one-way and two-way pagers, WAP-enabled phones, wirelessly connected PDAs, etc. for communication.  The message switch should have the ability to communicate with these devices despite their technical limitations.
	

	1.1.37 
	Based on the device type the message switch shall have an awareness of whether the device is able to acknowledge the message.
	

	1.1.38 
	The message switch shall have the ability to intelligently parse or summarize messages depending on the device or device controller to which they are directing a message.  For example, if an NCIC criminal history return is 3 pages of text, it is unlikely that the user will want to receive this on a WAP phone or two-way pager.  The message switch shall parse or summarize the message so that the significant details and length of the message are transmitted to the user.
	

	1.1.39 
	It shall be possible for the System Administrator to prevent certain messages from being delivered to a user device based on size, priority and the device to which the message would be delivered.  For example, the System Administrator might not want to send routine notices to an officer logged on to a WAP phone.
	

	
	Security System 
	

	1.1.40 
	It is desired that the message switch incorporate role-based security. EXPLANATION REQUIRED:  Vendors are required to describe role based security features.
	

	1.1.41 
	It is desired that the proposed message switch incorporate, as an option, authentication and certification capabilities beyond user account-password.  For example, the application might include an option to support smart-cards, biometrics, etc.
	

	1.1.42 
	The message switch can make use of an internal security system that tracks user names and passwords, it can also make use of security directory systems such as LDAP, Kerberos, Windows XP Active Directory, etc.
	

	1.1.43 
	All users shall be required to enter a user name and password prior to being granted access to the application.
	

	1.1.44 
	When a user is logging onto the system, the password shall not be visible on the screen.
	

	1.1.45 
	The proposed application shall provide a means for users to change their password at any time.
	

	1.1.46 
	The proposed application shall allow the System Administrator to administer the user ID and password for each user
	

	1.1.47 
	The proposed application shall allow the System Administrator to define the following aspects of a user password:
	

	1.1.47.1 
	Minimum length, (up to 32 characters),
	

	1.1.47.2 
	Maximum length (up to at least 64 characters),
	

	1.1.47.3 
	Either all alpha or numeric characters, or a combination,
	

	1.1.47.4 
	Expiration date or valid time frame for a password,
	

	1.1.47.5 
	Prohibited passwords, and
	

	1.1.47.6 
	Number of times which a password can be re-used.
	

	1.1.48 
	It is desired that the proposed application incorporate, as an option, authentication and certification capabilities beyond user account-password.  For example, the application might include an option to support smart-cards, biometrics, etc.)
	

	
	Data Export
	

	1.1.49 
	The proposed application shall have the ability to export data files and the result of queries in the following formats:
	

	1.1.49.1 
	ASCII,
	

	1.1.49.2 
	Comma delimited format,
	

	1.1.49.3 
	Character delimited format,
	

	1.1.49.4 
	.xls
	

	1.1.49.5 
	.dbf
	

	1.1.49.6 
	.mdb
	

	1.1.49.7 
	.rtf
	

	1.1.49.8 
	XML, and
	

	1.1.49.9 
	Non-database files types.
	

	1.1.50 
	Ability to allow for an export of the entire user database and their activity.                                       

   EXPLANATION REQUIRED: Describe the tools offered to conduct such auditing
	

	
	Help System and Documentation
	

	1.1.51 
	The proposed application shall include a help system which will provide a general help manual that is organized according to the major functions of the application.
	

	1.1.52 
	The proposed application shall provide access to on-line help from any screen or field.
	

	1.1.53 
	Help files shall be context sensitive. For example, if the cursor is positioned in a particular field and the user asks for help the application will describe the operation of the field and the expected input from the user.
	

	1.1.54 
	The vendor will supply documentation specifically designed to inform users in the following categories:
	

	1.1.54.1 
	End-users,
	

	1.1.54.2 
	System and Application administrators,
	

	1.1.54.3 
	Database administrators, and
	

	1.1.54.4 
	Interface administrators.
	

	1.1.55 
	The vendor’s documentation will describe the file layouts and program design.
	

	1.1.56 
	All on-line documentation will be indexed and users will have access to the electronic index.
	

	1.1.57 
	Information in the index and within various help topics shall be hyperlinked to the relevant sections of the document.
	

	1.1.58 
	The on-line documentation for the proposed system shall be accessible from any portion of the application by a single user action.
	

	1.1.59 
	The on-line documentation must be searchable by topic or keyword.
	

	1.1.60 
	The on-line documentation shall be consistent in content, format, and naming conventions with any printed help documentation or training materials.
	

	1.1.61 
	The vendor will supply manufacturer’s documentation for all hardware and third-party software products supplied as a part of the system.
	

	1.1.62 
	The System Administrator shall be able to modify and add to the electronic documentation files as necessary.
	

	
	Message Acknowledgement and Failure Processing
	

	1.1.63 
	The message switch will include “ack/nack” messaging at the program level for each host system or device controller to which the message switch is sending a new message or transaction.  
	

	1.1.64 
	In the event that an expected acknowledgement (ack) is not received from a host system or device controller to which the message switch is sending a new message or transaction, the message switch will invoke a “message failure” subroutine.  
	

	1.1.65 
	The “message failure” subroutine shall be configurable by the System Administrator and shall allow the System Administrator to choose the following failure responses for each destination system and message type.
	

	1.1.65.1 
	Resend the message a System Administrator-determined number of times until successful.
	

	1.1.65.2 
	Resend the message at System Administrator-defined intervals until successful.
	

	1.1.65.3 
	The System Administrator can define the interval between message resends until successful.
	

	1.1.65.4 
	Configure when the message switch will send a message to the user initiating the message indicating that the host system or device controller did not acknowledge the transaction.
	

	1.1.65.5 
	Hold the message for a System Administrator-determined period of time.
	

	1.1.65.6 
	Abandon the message entirely.
	

	1.1.65.7 
	Send the message via another system or device to which the intended recipient has access.
	

	1.1.66 
	The proposed message switch will have the ability to utilize multiple levels of message acknowledgement. For example, should a device be controlled by a wireless application system that has internal ack/nak, the system will be able to make use of the wireless applications ack/nak and employ it own over arching ack/nak system.
	

	1.1.67 
	The proposed message switch will have the facility to handle asynchronous messaging where messages and inquiry responses arrive out of order. For instance employ a numbering system so that if a message arrives out of order, it can be ignored, a NAK response sent, or held for reordering.
	

	
	In the event that the host system or device controller to which the message switch is sending a new message or transaction cannot send an ack/nack message, the above requirements shall not apply. 
	

	1.1.68 
	When a failure occurs the proposed system shall create an error log which will provide sufficient documentation for a technical support person to establish the cause of the failure.
	


1.2 System Interfaces

	
	ACCESS
	

	1.2.1 
	The proposed message switch shall include an interface to the Washington State Law Enforcement switch (ACCESS). The CAD application will make use of the message switch to send and receive data to and from the state ACCESS system. However, should the message switch fail to perform, the CAD shall revert to a back-up ACCESS interface.
	

	1.2.2 
	The proposed message switch will have the ability to format and send any ACCESS supported query from a user connected to an application interfaced to the message switch or a user who logged directly on to the message switch.
	

	1.2.3 
	The proposed message switch will have the ability to deliver inquiry returns and messages from ACCESS to the originator or to other persons or workstations according to System Administrator-defined rules.
	

	1.2.4 
	The proposed message switch will include ACCESSS inquiry forms.
	

	
	Seattle Police RMS
	

	1.2.5 
	The proposed message switch will include an interface to the Seattle Police Department’s future records management system. ( SPD RMS)
	

	1.2.6 
	Users logged on to the SPD RMS will have the ability to send messages and inquiries to other connected systems via the message switch.
	

	1.2.7 
	Users logged on to the SPD RMS will have the ability to receive messages and inquiry returns from other connected systems via the message switch. 
	

	1.2.8 
	The proposed message switch will have the ability to translate inquiries from other connected systems in to inquiry types recognized by the SPD RMS.  For example, if a CAD user runs a name inquiry in a format and using an inquiry code recognized by CAD, the message switch will have the ability to translate that inquiry into a format and inquiry code that the SPD RMS understands.
	

	
	CAD
	

	1.2.9 
	The message switch shall include an interface to the proposed CAD system. 
	

	1.2.10 
	The proposed message switch will have the ability to route messages and inquiries from CAD users to databases or users of any other system connected to the message switch.
	

	1.2.11 
	Users logged on to the SPD CAD will have the ability to send messages and inquiries to other connected systems via the message switch.
	

	1.2.12 
	Users logged on to the SPD CAD will have the ability to receive messages and inquiry returns from other connected systems via the message switch.
	

	
	Mobile Data System
	

	1.2.13 
	Describe how the message switch can interface to the existing Aether Mobile data server utilized by the City of Seattle. 
	

	1.2.14 
	The proposed message switch will transfer messages from the Seattle mobile data system to any other connected system.
	

	1.2.15 
	Users logged on to the SPD Mobile Data System will have the ability to send messages and inquiries to other connected systems via the message switch.
	

	1.2.16 
	Users logged on to the SPD Mobile Data System will have the ability to receive messages and inquiry returns from other connected systems via the message switch.
	

	1.2.17 
	The proposed message switch will have the ability generate a warning to any user of any connected system if an MDC user transmits a panic alarm signal.
	

	1.2.18 
	The System Administrator shall be able to define which users will be notified of a panic alarm.
	

	1.2.19 
	The proposed message switch will allow the System Administrator to send notices to different users depending on which unit is activating its panic alarm.
	

	1.2.20 
	The proposed message switch will allow the System Administrator to route panic alarm notices to specified devices or network addresses, or by the “most expeditious means” method. 
	

	
	AVL 
	

	1.2.21 
	The proposed message switch shall have the ability to receive unit position updates from the City’s Trimble/AvelTech AVL controller and retransmit them to any other connected application.
	

	1.2.22 
	The System Administrator shall have the ability define the systems to which position updates will be rebroadcast and the frequency of the rebroadcast for each system.
	

	
	Master Time Source
	

	1.2.23 
	The proposed message switch shall use Network Time Protocol (NTP) to set and track time.  The source will be a NENA PSAP Master Clock Standard as per “NENA – 04-002 Issue 3, May 17, 2000 NENA Recommended PSAP master clock standard” or later.  
	

	1.2.24 
	The proposed message switch shall automatically reset the message switch time clock from the master time source at least every hour.
	

	1.2.25 
	The proposed application shall have the ability to display times in either a 12 or 24 hour format. 
	

	1.2.26 
	The proposed application shall allow the System Administrator to manually reset the internal clock used by the application.
	

	
	Paging
	

	1.2.27 
	The proposed application shall have the ability to address pages to pagers.  The pages will be sent to the message switch included with this proposal for formatting and sending.
	

	1.2.28 
	Generally pages will be sent from business applications (CAD, RMS, etc.) that are connected to the message switch. However, the message switch will allow users that are signed on to the message switch directly to send pages as well.
	

	1.2.29 
	The proposed message switch shall have the ability to send pages to a variety of commercial paging vendors and commercially available paging controllers.  

EXPLANATION REQUIRED: The vendor will identify the paging services and controllers to which the proposed message switch has been previously interfaced.
	

	1.2.30 
	The proposed message switch shall support the TAP-IXO and SNPP paging protocols.
	

	1.2.31 
	The proposed message switch shall also have the ability to send a page to a paging vendor via an email message.
	

	1.2.32 
	The proposed message switch shall include a pager list which users can use to send alphanumeric pages to selected individuals.
	

	1.2.33 
	The proposed message switch shall include a pager list, which users can use to send alphanumeric pages to selected groups of pagers.
	

	1.2.34 
	The proposed message switch shall have the ability to send pages to individuals or groups with pagers according to any of the following criteria: 
	

	1.2.34.1 
	Name,
	

	1.2.34.2 
	Rank,
	

	1.2.34.3 
	Serial Number
	

	1.2.34.4 
	Phone Number
	

	1.2.34.5 
	Duty assignment,
	

	1.2.34.6 
	Unit assignment, or 
	

	1.2.34.7 
	Shift assignment. 
	

	1.2.35 
	When sending a manual page, the operator shall be able to enter a free form text message of up to 2000 characters. 
	

	1.2.36 
	The message switch shall allow the creation of pre-defined messages by the System Administrator, which can be sent by the user on command.  These canned messages shall be text up to 2000 characters and may be sent to an individual or a group. 
	

	
	PSAPNet
	

	1.2.37 
	The proposed message switch will include an interface to the King County PSAPNet message switch. 
	

	1.2.38 
	The proposed message switch will include the ability to transfer radio push-to-talk messages from the King County PSAPNet message switch to any connected system.
	

	1.2.39 
	When the PSAPNet message switch transmits a radio panic alarm to the proposed message switch the message switch will automatically notify SPD users as defined by the System Administrator.
	

	1.2.40 
	It shall be possible for the System Administrator to define the users to notify and the means by which they will be notified when a radio panic alarm is received from the PSAPNet message switch.
	

	1.2.41 
	The proposed message switch will have the ability to route radio manipulation commands from the CAD to the PSAPNet message switch.
	

	
	Email
	

	1.2.42 
	The proposed message switch will include an interface to the City email system.
	

	1.2.43 
	The proposed message switch shall have the ability to send email notices or messages to individuals or groups according to any of the following criteria: 
	

	1.2.43.1 
	Name,
	

	1.2.43.2 
	Serial Number
	

	1.2.43.3 
	Rank,
	

	1.2.43.4 
	Duty assignment,
	

	1.2.43.5 
	Unit assignment,
	

	1.2.43.6 
	Shift assignment, and
	

	1.2.43.7 
	Event assignment.
	

	
	County Systems
	

	1.2.44 
	The proposed message switch will include an interface to King County County Sheriffs system/SIP (Suspect In Process).
	

	1.2.45 
	The proposed message switch will include an interface to King County AFIS System
	

	1.2.46 
	The proposed message switch will include an interface to King County JEMS System
	

	1.2.47 
	The proposed message switch will include an interface to King County Juvenile System
	


1.3 Message Switch Functional Requirements

	
	General Requirements
	

	1.3.1 
	The proposed message switch will maintain an awareness of the most expeditious means of contacting any user at any given time. (Most Expeditious Contact Method)  For example, if the user is on-duty and assigned to a patrol unit, the unit’s MDC will be the most expeditious contact method. If the user is on-duty but not signed on to an MDC or workstation, their pager might be the most expeditious method.
	

	1.3.2 
	The proposed message switch will allow the System Administrator to define rules for sending messages to users by the most expeditious method.
	

	1.3.3 
	The message switch will have the ability to reformat queries to connected systems so that the connected system can process and respond to the query accordingly.  For example, a user may initiate a name inquiry. If that name inquiry is sent to the Department’s RMS, ACCESS, and NCIC, different message formats may be required for each.  The user shall not be required to submit different inquiries for each system. The message switch will format the inquiry accordingly for each external host.
	

	1.3.4 
	The message switch shall have the ability to route inquiry returns according to rules set up by the System Administrator. 
	

	1.3.4.1 
	Minimally it shall be possible for the System Administrator to define the following actions for inquiry returns: copy message to other user(s), devices or workstation(s), forward return to the initiator via another device or by best available method, forward to initiator by email. 
	

	1.3.5 
	The message switch will always deliver an inquiry return to the recipients according to the System Administrator-defined rules, even when a return is delayed for hours or days.
	

	1.3.6 
	The message switch will send a message to the user, via the system the user is logged on to, whenever they send an inquiry or message to a system or application that is not currently available.
	

	1.3.7 
	The proposed message switch will maintain a list of the “addresses” of users on connected systems so that a user logged on to the switch or any other connected system will be able to send messages to a user on another connected system.
	

	1.3.7.1 
	The address list will be sufficiently descriptive to enable a user to identify a particular user and successfully address a message to that user.
	

	1.3.8 
	The message switch shall have the ability to follow a user from one system to another.  For example, if a user submits an inquiry while logged on to his or her MDC, but the return arrives when the user has logged off the MDC and on to an RMS workstation, the message switch will route the return to the RMS workstation.
	

	1.3.9 
	The message switch will have the ability to be configured to apply business logic to messages based on message content.  For example, if a message contains a reference to a particular crime type, it needs to automatically be routed to a particular addressee.  EXPLANATION REQUIRED.
	

	
	Instant Messaging
	

	1.3.10 
	The message switch shall offer a simple method for any user to send a text message to any other user that is logged on to the message switch or an application that is interfaced to the message switch.  The switch will be responsible for determining the best method by which to deliver the message. 
	

	1.3.11 
	Users will normally send messages via the functions of the application to which they are logged on, however, the message switch shall include a Windows compatible interface that can be run on any Windows workstation that will allow the user access to messaging features. Describe how security is handled in instant messaging feature outside the application. Thus, an authorized user could log on to the message switch directly, bring up a messaging window and send an instant message to a user logged on to CAD, RMS or an MDT.
	

	
	Standard Messaging
	

	1.3.12 
	Senders shall have the option to address external messages to any mixture or number of recipients. 
	

	1.3.13 
	The proposed message switch shall allow senders to assign a priority to a message.  XE “Messages:Priorities” 
	

	1.3.14 
	The message switch shall include the ability to notify the sender when a message has been opened. (Message Acknowledgement)
	

	1.3.15 
	The message switch shall allow authorized users to create recurring messages. These messages will be resent to the recipients as often as specified by the sender.
	

	1.3.15.1 
	Recurring messages shall include an expiration date and time.
	

	
	Inquiries
	

	1.3.16 
	The message switch shall have the ability to format and route inquiries to the following systems:
	

	1.3.16.1 
	Seattle Police RMS,
	

	1.3.16.2 
	ACCESS (Washington State law enforcement switch),
	

	1.3.16.3 
	WACIS (Washington State criminal justice files),
	

	1.3.16.4 
	SEAJIS (the Seattle integrated justice information system), and
	

	1.3.16.5 
	SeaKing / SIP (King County Sheriffs booking application / Suspect In Process),
	

	1.3.16.6 
	AFIS (King County Automated Fingerprint Identification System),
	

	1.3.16.7 
	JEMS (King County Digital Photograph System),
	

	1.3.16.8 
	Juvenile (King County Juvenile Systems).
	

	1.3.17 
	The message switch will have the ability to conduct superqueries of all internal database files and all user-definable external files (to the extent such interfaces exist to external systems).
	

	1.3.18 
	The message switch will have the ability to save and automatically resubmit an inquiry to an unavailable system or application once it becomes available again.
	

	1.3.19 
	The message switch will search the header and body of each inquiry return for System Administrator-defined trigger words that would indicate a warrant or other important information. “Hot hits XE “Hot hits” ” will be identified by any of several keywords within the body of the return message.
	

	1.3.19.1 
	When the System Administrator-defined trigger words are found the message switch will display an extraordinary warning to the user submitting the inquiry.  XE “Inquiries:Hot hit warning for MDC submitted” 
	

	1.3.19.2 
	If the inquiry was submitted by a wireless device (MDC, WAP phone, 2-way pager, etc.) the message switch will transmit a warning message to the dispatcher responsible for the unit that submitted the inquiry as well as the initiator. XE “Inquiries:Hot hit warning” 
	

	1.3.20 
	It shall be possible for the System Administrator to define the trigger terms which the application searches for to determine if an inquiry return is “hot”. (See message switching requirements)
	

	1.3.21 
	The message switch shall have the ability to spawn a new inquiry based on information contained in the response to the initial inquiry.  For example, it shall be possible to spawn a driver’s license inquiry based on the name information associated with a vehicle’s license plate.
	

	
	Watch List
	

	1.3.22 
	The message switch will allow individual users to set up “watch” lists for the following: 
	

	1.3.22.1 
	Persons,
	

	1.3.22.2 
	Vehicles,
	

	1.3.22.3 
	Articles,
	

	1.3.22.4 
	Guns,
	

	1.3.22.5 
	Locations.
	

	1.3.23 
	Whenever a message or inquiry contains a person, vehicle, article, gun, or location, which is on one or more watch lists, the message switch will send a message to the member who made authorized the watch list entry. 
	

	1.3.23.1 
	The message to the watch list initiator will indicate the date and time that the inquiry was initiated, the name and ID of the person initiating the inquiry, and if available the location of the traffic stop or shake associated with the inquiry.
	

	1.3.24 
	When entering a new “watch” list entry, the message switch will allow the user to indicate the means by which they will be notified if that entry is contained in a message or inquiry.  
	

	1.3.24.1 
	Notification options shall include, “Most Expedient Method”, email, or any other communications device, which the user regularly uses and with which the message switch can communicate.
	

	
	Incoming Messages and Inquiries
	

	1.3.25 
	The message switch shall have the ability to respond to messages and inquiries received from other jurisdictions.
	

	1.3.26 
	The System Administrator will have the ability to determine to which databases incoming inquiries will be routed.
	

	1.3.27 
	The message switch shall maintain an inquiry type alias table which will allow the System Administrator to associate NCIC, ACCESS, or other standardized inquiry types with inquiry types recognized by the police RMS and other systems connected to the message switch.  
	


1.4 Routing, and Store and Forward

	1.4.1 
	The message switch shall allow the System Administrator to define the outbound routing for all inquiries.
	

	1.4.2 
	The proposed message switch will have the ability to route messages from any user of a connected system to another connected system or user logged on to another connected system.
	

	1.4.3 
	The System Administrator shall have the ability to determine the routing of each transaction type, whether it is bound for a one or more hosts or device controllers.
	

	1.4.4 
	The System Administrator shall have the ability to determine for each inquiry type the rules the message switch will use to determine when to direct a copy of the inquiry return in the initiator’s email box. Rules shall include the following: XE “Inquiries:Returns stored when user logged off” 
	

	1.4.4.1 
	The initiator has gone off-duty, 
	

	1.4.4.2 
	The text of the return includes System Administrator-specified trigger words,
	

	1.4.4.3 
	The inquiry concerns a watch list item.
	

	1.4.5 
	The System Administrator shall have the ability to determine for each inquiry type the routing and persistence of the return message.  XE “Inquiries:Returns stored when user logged off” 
	

	1.4.5.1 
	In the event that the return includes System Administrator-specified trigger words the System Administrator shall be able to determine if the return is copied to the dispatcher controlling the initiator, to the unit that replaced the initiator, or to a dispatch supervisor.
	

	1.4.6 
	The message switch will have the capability to store outbound inquiries and automatically resubmit the inquiry on a scheduled basis for a user-specified period of time. (Delayed Inquiry) XE “Inquiries:Store and forward” 
	

	1.4.7 
	All inquiries initiated from a CAD workstation will be copied to the same dispatch zone. XE “Inquiries:Initiatd by workstation as default”  In this manner delayed returns will be sent to the appropriate zone rather than to an off-duty dispatcher’s mailbox.
	


1.5 Logging and Auditing Functions

	1.5.1 
	The message switch will maintain a log of every message and inquiry sent or received, regardless of the devices or systems involved.  
	

	1.5.2 
	The message switch will link inquiry returns, spawned inquiries, and spawned inquiry returns such that an auditor or user could see all transactions associated with a initiating inquiry.
	

	1.5.3 
	The audit trail will identify the following items:
	

	1.5.3.1 
	The user who sent the message,
	

	1.5.3.2 
	The user who sent the inquiry,
	

	1.5.3.3 
	The workstation from which it was sent,
	

	1.5.3.4 
	The time and date it was sent,
	

	1.5.3.5 
	The destination system or person,
	

	1.5.3.6 
	The content of the return received,
	

	1.5.3.7 
	The content of all the returns which are generated by spawned inquiries.
	

	1.5.4 
	Authorized users shall have the ability to search for inquiries by sender or recipient, date and time, sending or receiving workstation, message type, and content of the inquiry or message.
	

	1.5.5 
	The message switch shall allow the System Administrator to define certain audit words or phrases, and provide the ability to:
	

	1.5.5.1 
	Search the header and content fields of the audit log for the audit words or phrases.
	

	1.5.5.2 
	Generate a report listing the transactions, which contain the audit words and phrases.
	

	1.5.6 
	The message switch shall satisfy the NCIC loggin requirements for users accessing the criminal history files on the Washington State Information System (WASIS).
	

	1.5.7 
	The proposed solution offers user-account auditing. 

 EXPLANATION REQUIRED: Describe the capabilities offered by the solution.
	


1.6 Management Features

	1.6.1 
	The message switch will include a graphical user interface for managing the message switch.
	

	1.6.2 
	The message switch has the ability to be centrally configured and managed while being deployed in a distributed manner across the enterprise.  EXPLANATION REQUIRED.
	

	1.6.3 
	The message switch can be configured by the system administrator to do data transformation.  For example the originating system formats a name as one field (last name, first name middle initial);  the receiving system needs it formatted as three fields (last name, middle initial, first name).  Or the originating system provides a numeric code (01, 02) which the receiving system needs a value (blue, black).  EXPLANATION REQUIRED.
	

	1.6.4 
	The proposed message switch will allow the System Administrator to define new message and inquiry types and forms to drive them. For example, if ACCESS were to add a new inquiry type the City would be able to make that inquiry available to user without requiring programming services from the message switch vendor.
EXPLANATION REQUIRED: The vendor will cite any limitations to this functionality.
	

	1.6.5 
	The message switch will allow the System Administrator substantial control over the structure of inquiries to external systems.  The goal of this requirement is to avoid reprogramming the interface each time the target system adds a new inquiry type or changes the structure of existing inquiries.
	

	1.6.6 
	The message switch will allow the System Administrator to configure the protocol, port and other technical settings of an inquiry.
	

	1.6.7 
	The proposed message switch will maintain a current list of users logged on to any connected system.
	

	1.6.8 
	The System Administrator shall have the ability to set-up trusted relationships with external systems.  When an inquiry is received from a “trusted” system the message switch will not require a logon or other validation from the trusted system prior to processing the inquiry or message.
	

	1.6.9 
	The System Administrator shall have the ability to establish user names and passwords for external users.  
	

	1.6.10 
	When an inquiry is received from a password authorized external user, the message switch shall ensure that the proper user name and password are embedded in the message or that the inquirer supplies the password and username when prompted to do so.
	

	1.6.11 
	The System Administrator shall have the ability to determine to which databases and inquiries trusted systems and password authorized users will have access.
	

	1.6.12 
	The proposed message switch shall support a minimum of three email addresses for each individual. 
	

	1.6.13 
	The proposed message switch will allow authorized users to report on any data element captured by the message switch audit log.
	

	1.6.14 
	The proposed application shall make data generated or recorded by the application available for reporting immediately.

EXPLANATION REQUIRED:  If there is a delay in data being available for reporting purposes the vendor shall explain the length of the delay and any control that the user agency may have over the length of the delay.
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