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Roadmap for this'Presentation
A Introductions

A Brief Review of 101 & 102
A Intro to IP Networks

I Types

| Hardware
I Communications
A Secure Network Configuration
I Wired
I Wireless
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Introductions

A The Office of Information Security (OIS)

I Who we are
I What we do




Review (101)

A Information Security 101

I Threats from Email and Internet use
APhishing, Pumm-dump, 419
ABotnets, Malware
A Social Engineering
ADrive by web attacks
AWeb 2.0 (social networking) issudis

I Tips to stay safe

ABe aware
ABe alert
ABe prepared and informed
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Review (102)
A Tools and Tips

Automatic Updates

I Anti-virus, AntiMalware| KEITE=mE

Windows can regularly check For imporkant updates and install them For wou.

= {Turning on Automatic Updates may automatically update Windows Update
PatC h I n g & l | p d ate S software First, before any other updates.)

How does Aubomatic Updates works

. ) Ak tic { ded)
F I rewal IS = uma.ﬁtstu':;:t'i:::::l;nde:w;nad recommended updates For iy
@ computer and install them:
B rOWS e r C O nfl g u ratl O n () Download updates for me, but let me choose when to install them,
E n C ry pti O n {®) Matify e but don't automatically downlaad or install them.

) Turn off Automatic Updates.

Your computer will be more vulnerable unless wou install
B aC ku pS updates regularly.

Install updates from the Windows Update Web site,

] [ Cancel ]
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Introduction to |IP Networks

A Types of Networks
T Wired
I Wireless a
A Network Hardware=
Modems E =
Routers

Cabling

A

&

A Network Communicat
IP and Mac Addresses
NAT
Packets
OSI Layers
TCP vs UDP




Wired vs Wireless ' Networks

A Wired

I Modem to router to computer
I Connected via cable

A Wireless

I Modem to router/access point

I Then antenna to antenna (access cards)

I Varieties of signal quality and range
A802.11a, bg, n ;

I Security Issues




Network Hardware (1)

A Modems (modulatoc demodulator)g
I Connection to Internet
I Cable, DSL, Diap
I Can convert analog to digital
A Router
I Routes data to addresses internal and external
I Can act as firewall
I Often does DNS (domain name service)
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Network Hardware (2)

A Cabling
I Category 5 (often called Cat 5) _ ="
i Unshielded twisted pair (UTP) Rt

I RJ45 connectors

A Wireless Access Cards/Antennas
I Often internal on newer laptops
I Can be external
I Can build your own for longer
range or snooping! ,
A VOIP Routers o
gli) I Allow telephone connections over an IP netwofk




Network Communications (1)

A OSI Model (Open Systems Interconnection)

I Application, Presentation, Session, Transport,
Network, Data Link, and Physical

I Network communications happen from Transpo
on down
APhysical = cable, routers, access points, etc.

ALink = data transfer protocols between network
hardware

ANetwork = routing protocols and functions

ATransport = transfer of datareliability and error
control (TCP and UDP)




Network Communications (2)

A Ethernet

I Defines standards for networks

I Specifically for physical and data link layers
AHow to complete data transfer
ADealing with collisions

AUse of Cat 5 cabling and specific network hardware
A10BASH, 100BASETX, and 1000BA%Gigabit)

A Packets

I Method of delivering data
I Contains control information and payload

A Control information includes source and destination,
(Q‘T\ error detection codes and sequencing information
I)

AUser data is actual information you are sending




Network Communications (3)

A Internet Protocol (IP aka TCP/IP)

I 1IPv4 (32 bit 4 billion) vs IPv6 (128 t340 undecillion
[3.4 x 10 to the 38 power!])

i +n | RRND aRASIBA YAV @UeyPRlINbelisA 2
ranging from Qg 255, e.g. 156.74.201.16

T Private network reserved addresses 10.0.0.0, 172.16

32.X.X, 192.168.X.X

A NAT (Network Address Translators)

I Takes internal private network addresses and modifies
them to Internet address or vice versa.

AHides internal address space from Internet
ARewrites IP packets on exit so they appear to come

(Q‘“p) from one router




Network Communications(4)

A MAC (Media Access Control) Addresses

I Unique (well sort of) address assigned to network adaptpr:e
(network interface cardg NICS)

I Usually encodes manufacture id numbers
I Helps to identify different devices on a network
I Can be (easily) spoofed

A Services and Ports

I Services are different system level applications (in this cps
for communications between systems)
A telnet
A ftp
A ssh

(Q‘ﬂp) Ports are communications efabints used by services
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Transport Layer 0 0SI Model )

A Transmission Control Protoco Data Layer
.. : Application
i Handles packet fragmentation, Network Process o

) ) ) Application
reconstruction, retransmission Presentation
i al AyGlAya O02yy:

Network Layer
Transport

A Intern et PrOtOCOI SEngHtS End-to-End CEnnectiuns

and Reliability
i Handles the routing of packets
from source to destination

Relies on unique addresses for
each node on the Internet
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Session
Interhost Communication

Host Ofiyers

Packets Patkll\lttl?ait:ahym%ghun

and IP (Logical Addressing)

Data Link
Frames MAGC and LLC

{Phyiscal addressing)

N‘)I*ﬂe»::lial Layers
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Source Port

Destination Port

Sequence Number

Acknowledgment Number

Data Offset

Reserved

Code

Window

Checksum

Urgent Pointer

Options

Padding

Data

(@‘TD) Everything







