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Roadmap for this Presentation 
ÅIntroductions 

ÅBrief Review of 101 & 102 

ÅIntro to IP Networks 
ïTypes 

ïHardware 

ïCommunications 

ÅSecure Network Configuration 
ïWired 

ïWireless 



Introductions 
ÅThe Office of Information Security (OIS) 
ïWho we are 

ïWhat we do 

 



Review (101) 
ÅInformation Security 101 
ïThreats from E-mail and Internet use 
ÅPhishing, Pump-n-dump, 419 

ÅBotnets, Malware 

ÅSocial Engineering 

ÅDrive by web attacks 

ÅWeb 2.0 (social networking) issues 

ïTips to stay safe 
ÅBe aware 

ÅBe alert 

ÅBe prepared and informed 

 



Review (102) 

ÅTools and Tips 
ïAnti-virus, Anti-Malware 

ïPatching & Updates 

ïFirewalls 

ïBrowser Configuration 

ïEncryption 

ïBackups 

 



ÅTypes of Networks 
ïWired 

ïWireless 

ÅNetwork Hardware 
ïModems 

ïRouters 

ïCabling 

ïWireless Access Cards & Antennas 

ÅNetwork Communications 
ï IP and Mac Addresses 

ïNAT 

ïPackets 

ïOSI Layers 

ïTCP vs UDP 

Introduction to IP Networks 



Wired vs Wireless Networks 

ÅWired 
ïModem to router to computer 

ïConnected via cable 

ÅWireless 
ïModem to router/access point 

ïThen antenna to antenna (access cards) 

ïVarieties of signal quality and range 
Å802.11a, b, g, n  

ïSecurity Issues 



Network Hardware (1) 

ÅModems (modulator ς demodulator) 
ïConnection to Internet 

ïCable, DSL, Dial-up 

ïCan convert analog to digital 

ÅRouter 
ïRoutes data to addresses internal and external 

ïCan act as firewall 

ïOften does DNS (domain name service) 



Network Hardware (2) 
ÅCabling 
ïCategory 5 (often called Cat 5) 

ïUnshielded twisted pair (UTP) 

ïRJ45 connectors 

ÅWireless Access Cards/Antennas 
ïOften internal on newer laptops 

ïCan be external  

ïCan build your own for longer  
range or snooping! 

ÅVOIP Routers 
ïAllow telephone connections over an IP network 



Network Communications (1) 

ÅOSI Model (Open Systems Interconnection) 
ïApplication, Presentation, Session, Transport, 

Network, Data Link, and Physical 

ïNetwork communications happen from Transport 
on down 
ÅPhysical = cable, routers, access points, etc. 

ÅLink = data transfer protocols between network 
hardware 

ÅNetwork = routing protocols and functions 

ÅTransport = transfer of data ς reliability and error 
control (TCP and UDP) 



ÅEthernet 
ïDefines standards for networks 

ïSpecifically for physical and data link layers 

ÅHow to complete data transfer 

ÅDealing with collisions 

ÅUse of Cat 5 cabling and specific network hardware 

Å10BASE-T, 100BASETX, and 1000BASE-T (Gigabit) 

ÅPackets 
ïMethod of delivering data 

ïContains control information and payload 

ÅControl information includes source and destination, 
error detection codes and sequencing information 

ÅUser data is actual information you are sending 

 

Network Communications (2) 



Network Communications (3) 

ÅInternet Protocol (IP aka TCP/IP) 
ïIPv4 (32 bit ς 4 billion) vs IPv6 (128 bit ς 340 undecillion 

[3.4 x 10 to the 38th power!]) 

ï±п ŀŘŘǊŜǎǎŜǎ ƛƴ ΨŘƻǘ-ŘŜŎƛƳŀƭΩ ƴƻǘŀǘƛƻƴ ς four numbers 
ranging from 0 ς 255, e.g. 156.74.201.16 

ïPrivate network reserved addresses 10.0.0.0, 172.16-
32.x.x, 192.168.x.x 

ÅNAT (Network Address Translators) 
ïTakes internal private network addresses and modifies 

them to Internet address or vice versa. 

ÅHides internal address space from Internet 

ÅRewrites IP packets on exit so they appear to come 
from one router 



Network Communications (4) 

ÅMAC (Media Access Control) Addresses 
ïUnique (well sort of) address assigned to network adaptors 

(network interface cards ς NICS) 

ïUsually encodes manufacture id numbers 

ïHelps to identify different devices on a network 

ïCan be (easily) spoofed 

ÅServices and Ports 
ïServices are different system level applications (in this case 

for communications between systems) 
Åtelnet 

Åftp 

Åssh 

ïPorts are communications end-points used by services 



Transport Layer 
ÅTransmission Control Protocol 
ïHandles packet fragmentation, 

reconstruction, retransmission 

ïaŀƛƴǘŀƛƴǎ ŎƻƴƴŜŎǘƛƻƴ άǎǘŀǘŜέ 

Network Layer 
Å Internet Protocol 
ïHandles the routing of packets 

from source to destination 

ïRelies on unique addresses for 
each node on the Internet 

ï¢ƘŜǊŜ ŀǊŜƴΩǘ ŜƴƻǳƎƘ ŀŘŘǊŜǎǎŜǎΗ 

 

{ƻ ²ƘŀǘΩǎ ¢/tκLtΚ 
όŀƴŘ ǿƘȅ ƛǎƴΩǘ ƛǘ {b!κLt·Κύ 



²ƘŀǘΩǎ ƛƴ ŀ ǇŀŎƪŜǘΚ 

Everything but ñDataò is the packet header 




